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CAPsMAN SICE Controller

CAPsMAN Features

« Centralized management of SICE APs

« Dual Band AP support

« Provisioning of APs

« MAC and IP Layer communication with APs
« Certificate support for AP communication
o Full and Local data forwarding mode

« RADIUS MAC authentication
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o Custom configuration support

Requirements
CAPsMAN controller

Newest OS v6.36.3 version

Wireless-rep package installed and enabled

CAP
SICE based device

Newest OS v6.36.3 version
Radio (a/b/g/n/ac) wireless card
Wireless-rep package installed and enabled

At least Level4 license



CAPsMAN Simple Setup

Enable CAPsMAN service

Create Bridge interface

Add IP configuration to Bridge interface
Create CAPsMAN Configuration

Create Provisioning rule

Enable CAP mode on the APs
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e Enable the CAPsMAN service

°

i Quick Set
Interfaces : Provisioning Configurations Channels Datapaths Secu
e CEIREIEH =
L ek —[Name ./ [Type [uTu_[i2Mm
e
£R PPP “@ Enabled oK

s Certificate: I i v Cancel

N CA Certificate: ] f v Aoply

| Require Peer Certificate

A Generated Certificate: | !
Generated CA Certificate: l \
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« Create Bridge Interface

Aw Quick Set
1 CAPsMAN
¥ Interfaces

== Switch
“1a Mesh
5 P

7 MPLS
2 Routing

Bidge | Pois Fiters NAT Hosts

] [2][] [e] [¥] 5o |

Name

' | Type

L2 MTU |Tx

General | STP  Status  Traffic

ﬁ Name

Type

MTU: |

L2 MTU:

MAC Address:

ARP:

Admin. MAC Address:

New Interface =] B!

0K
. [OfficeMet | | Gandl
. [Bidge ||| Apply
| |
;_1_5_0_0_ : Disable
|
1 ; Comment
J |
| — Copy
'enabled H
............ = Remove
‘ v
Torch
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Ay Quick Set
1.Add IP =
a d d Fess l';_ Lr;er;faces DHCP ’ Networks Leases Options Option Sets Alerts
reless R s ‘
I bese | #[=] []]
2 Add DHCP R Address: |10.10.10.1/24 ‘ 0K » |
= Switch Network: \ ‘[V Cancel
Se rve I 219 Mesh Interface: |OfficeNet \'%“] Apply
s |P s e DHCP Server Interface: |OfficeNet l'ﬁj
sable
— N _—
3.Add NAT s —— = | Carcel |
rule &3 System 5 Copy |
Q Queues
|| Files Fitter Rules angle Service Ports Connections Address Lists Layer7 Protocols

;gg ::;gd = | L‘ : | @@ I: Reset Counters L: 00 Reset All Counters I |i
b "# | |Acion [Chain |Src. Address |Dst. Address |Proto...[Src. Pot  [Dst.Port |in. Inter...[Out. Int... Bytes
X Tools [

New Teminal
#4 MetaROUTER
"“" Partition Chain: fsraja-t —_— 3 Action: |masquerade
| & Make Supout rf Src. Address: [ 1/10.10.10.0/24

@ Manual Dst. Address: |

[ Bt

Genersl | Advanced Bdra Action Statistics | General Advanced Extra Action | Stafistics
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« Add New CAPsMAN Configuration

|

Intefaces ~ Provisioninglf Corfigurations fehannels Datapaths Securty Cfa. Access List Remote CAP Radio Registration Table

=| [a| [¥ [Find |
Name / |SSID |Hide SSID |Load Bal... |Country ) 'Band Datapat v | |

Wireless fMchannel Datapath Securty | Wireless Channel | Datapath fSecurty
Name: |OfficeNet Datapath: | | eV 4
Mode: l ———— 52 = =
[ Bridge: |OfficeNet Authentication Type: v| WPAPSK [v| WPAZPSK | | WPAEAP | | WPA2 EAP &
SSID: |Office D —
Bridge Cost: [ Encryption: [v| aescem [ tkip -
Hide SSID: | —_—]
Bridge Horizon: ' Group Encryption: ’aes ccm ‘E} -
Load Balancing Group: [ [ |
——— Passphrase: |OfficeN
: Local Forwarding: [ (e st %
Country: |united states —_— : A
Client To Client Forwarding: [ St [ >/
Max Station Count: [
VLAN Mode: |
Multicast Helper: |
VLAN ID: |
HT Tx Chains: |
HT Rx Chains: |
HT Guard Interval: |
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« Add new Provisioning rule

Interfaces @§ Provisioning WConfigurations Channels Datapaths Seci
| | Radio MAC |Action | Master Configurati...| Slave (
Radio MAC: |00:00:00:00:00:00 OK
Action: fcreate dynamic enabled H 3‘ Cancel
Master Configuration: {bﬁl;Ng H; | Apply
Slave Configuration: | B Disable
Name Prefix: |OfficeAP ’ - Sl
Copy
Remove
enabled
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o Configure the AP to use CAP mode

. A Quick Set
— Enable wireless-rep [l s | retoces |naome busl Acosss st Regsrmion Comest st | Secuty P
i Interfaces +v" =| [zl =R Scanner | Freq. Usage .
package e >
Fyp—— Name Type L2 MTU |Tx 7
@ On !
CAP =] E3 |
i
- Enable CAP mode - p— =
= ] wian] 3| s
. . . — aces: |wian —
e By configuration in S Hew otone ]
. &5l |P I icate: 'Qoner | ¥ Aoply
Wireless CAP menu ) MPLS - || c—p Discover ntefaces: [ethert ] 4
4 Routing p _| Lock To CAPsMAN
i System ) CAPsMAN Addresses: v
& Queues
~ CAPsMAN Names: | 15
|| Files : '
g CAPsMAN Certfficate Common Names: =
. :v:?a Radius Bridge: hone ¥
N Tools 3 Requested Cerificate:
New Teminal :
# MetaROUTER Locked CAPsMAN Common Name: |
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e Check the Status of the CAPsMAN CAP interface

CAPsMAN

Interfaces Prowssonmg

Confi guratlons Channels Datapaths Security

""}-[ C]‘?; Manager AAA

\ Name

A= MU [L2MTU |

DSMB ¢ OfficeAP1

Cument Channel:
Cument Rate Set:
Cument Basic Rate Set:

Cument State:

Interfaces - 1500 1600

Interface <OfficeAP1>

General Wireless Channel Datapath Securty Status | Traffic

| \running-ap

2427/20-Ce/an(30dBm)
(CCK:1-11 OFDM:6-54 BW:1x-2 HT:0-7

(OFDM:6 BW:1x HT:0-7

CAP

Interfaces ‘Nstreme Dual Acc&es List Registraﬁon Connect List Security

—_— —— — —
] [ i

\+v:] =B Li \_ \C] ? CAP Scanner f Freq Usage

~ [Name Type |L2 MTU \Tx
— managed by C-\PsM AN
- channe| 2427/ 23-Ce qn {30dBm), SSID: Office, CAPsMAN forwarding

/‘ 3(!1 ])—'[r—‘ _:-«.‘,_-[ »...}— 1',:--
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CAPsMAN Registration table

Interfaces Provisioning Configurations Channels Datapaths Security Cfg. Access List Remote CAP  Radio |§ Registration Table
=¥
llntetface ¢ IMAC Address ITx Rate le Rate ]Tx Signal IRx Signal lUptxme [Tx/Rx Packets |Tx/Rx Bytes [
OfficeAP3  18:34:51:41:75CD  65Mbps-... 65Mbps-... 0 44 00:03:17... 31395/33212  29.8 MiB/29.5 MiB
CAPs AP Client <18:34:51:41:75:CD>
Interface: |0fﬁceAP3 I OK
MAC Address: |18:34:51:41:75:CD ]
Remove
Tx Rate: |65Mbps-20MHz/1S | [[Copyin Access 1
Rx Rate: |65Mbps-20MHz/15 |
Tx Rate Set: |CCK:1-11 OFDM:6-54 BW:1x HT:0-7 |
Tx Signal: |0 |
Rx Signal: |-44 |
1item

Uptime: |00:03:17.70 |

Tx/Rx Packets: |31395/33 212 |
Tx/Rx Bytes: |29.8 MiB/29.5 MiB ]
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Provisioning

« Changing Provisioning rules doesn't effect already
configured CAPs, manual Provisioning required:

— Remove CAP interface

— Initiate Provision command on the CAP

CAPsMAN
Intefaces  Provisioning Configurations Channels Datapaths Securty Cfg. Access List Remote CAP

kil wwma

| |Radio MAC |Remote CAP Name |Remote CAP Id... ~ |Inteface .

. 4C5HEQC6C:6328 L BE D B as e RS L il | IS || (e —————————
P 4C:5E:0C:6C:63:2B [4C:5E:0C:6C:63:2B] Room3 OfficeAP]T

‘P 4C:5E:0C:6C:63:4C [4C:5E:0C:6C:63:4C] Room1 OfficeAPZ

P 4C:5E:0C:6C:63:3A [4C:5E:0C:6C:63:3A] Room2 OfficeAP3
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CAP Identification
« MAC/IP address « System Identity
o« Board model « Main wireless MAC

o Serial Number of the Board .« State of the CAP

o« OSversion «Provided radio count

CAPsMAN
Interfaces  Provisioning Configurations Channels Datapaths Security Cfg. Access List § Remote CAP BRadio Registration Table

= | ?‘ | Provision |

|Addess ~ s[Name  [Boad  [Seial |Version |identty |BaseMAC  |State |Radios |
| 4C:5E:0C.6C:63:26  [4C:5E:0C:6C:63:28] RBmAP2n 52760434DCE4 619 Room4  4C:5E:0C:6C:63:28 Run K
4C:5E:0C:6C:63:29 [4C:5E:0C:6C:63:2B] RBmAP2n 5276046CSDA3 6.19 Room3  4C:5E:0C:6C:63:2B Run 1

| 4C:5E:0C:6C:63:38 [4C:SE:0C:6C:63:3A] RBmAP2n 527604845E6A 6.19 Room2  4C:5E:0C:6C:63:3A Run 1
4C:5E:0C:6C:63:4A [4C:5E.0C:6C:63:4C] RBmAP2n 527604D1D5D4 6.15 Room1 4C:5E:0C:6C:63:4C Run 1
f:10.5.125.172  [D4:CA:6D:A2:85:60] RBmAP2n 527602095F22 6.19 Room5  D4:CA:6D:A2:85:60 Run 1
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CAPSMAN VLAN ASSIGNMENT

Internet

CAPSNAN

VLAN20

,”ld,«.
 LocalGuest
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e When using Local Forwarding CAPsMAN can assign VLAN ID to
specific CAP interface or even specific wireless client

e Create Slave interface with Vlan tag

Interfaces | Provisioning Configurations Channels Datapaths Security Cfg.  Access List Remote CAP  Radio Registration Table

m— v x C] ? | Manager || AAA

Name [ Type MTU__[L2MTU [Tx Rx. | Tx Packet (p/s) | Rx Packet (p/s) _[SSID
MB <P LocalAP1 Interfaces 1500 1600 - DS
reless Channel Datapath Generalannel Datapath
Name: |LocalAPGuest Configuration: Datapath: ’ :v
Type: |Interf ‘ ‘
ype:, ienaces Mode: | Bridge: (54
MTU: |1500 v
= SSID: |LocalGuest Bridge Cost: | g
L2 MTU: : :
Hide SSID: Bridge Horizon: | v
MAC Address: |00:00:00:00:00:00 i
Load Balancing Group: '
ARP: enabled ) ; Local Forwarding: (v A
T Country: - Client To Client Forwarding: v
Radio MAC: |00:00:00:00:00:00 ' '
| Master Interface: |LocalAP1 Max Station Count: [ VLAN Mode: |use tag 3 -
Mutticast Helper: | VLAN ID: [10 A
HT Tx Chains: |
HT Rx Chains:

HT Guard Interval: |
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e Create Access List

to get tagged to
Management Vlan on
the same

CAP interface

e Move the Access List
rule above the
previous ones

o Create VLAN
interfaces on the

% | |MAC Address

N'g
'MAC Mask

0 <4p18:34:51:00:00:00 FF:FF:FF:00:00:00

Néw CAPs Access Rule

MAC Address:

MAC Mask:
Interface:

Signal Range:

v~ Time

Action:

AP Tx Limit:

Client Tx Limit:

Private Passphrase:

Client To Client Forwarding:

RADIUS Accounting:

VLAN Mode:
VLAN ID:

18:34:51:41:75:.CD

, LocalAPGuest

accept

use tag

20

\d
4« » 4 )

<l

«

Interfaces  Provisioning Configurations Channels Datapaths Security Cfg.
rule for specific client [&] (=] [7]

‘ Interface

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Signal Ra... Action
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CAPsMAN router interface where the CAPs are
connected

Intefface Ethemet EolP Tunnel IP Tunnel GRE TunnRRP Bonding LTE
2] (=] (7]
Name  [Type MTU__[L2MTU [Tx Rx
General ‘Traffic General | Traffic
Name: |LocalAPGuest-VLAN10 Name: |LocalAPGuest-VLAN20
Type: [VLAN Type: |VLAN |
MTU: 1500 MTU: 1500 |
L2 MTU: L2 MTU: | |
MAC Address: | MAC Address: | |
ARP: |enabled ARP: enabled 3:
VLAN ID: 10 VLAN ID: [20 |
Interface: |local Interface: |local 3
| Use Service Tag .| Use Service Tag

o Assign IPs to VLAN interfaces on CAPsMAN
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Y = T Fi
Address /| Network Interface

New Addres - ‘ New Address

Address: |10.10.12.1/24 Address: [10.10.13.1/24 OK

Network: ¥ | Network: ¥ | Cancel

Interface: |LocalAPGuest-VLAN10 || # | | Interface: |LocalAPGuest-VLAN20 | # Apply
Disable
Comment
Copy
Remove

enabled enabled




CAPsMAN Dual Band CAP

o If the Channel settings are not specified it will
automatically use the supported band/channel
o If specific Channel settings are required then specific
Provisioning rules are required
— Custom Channel settings
— Dual band wireless interface support
e Create 3 configurations:
— Config for both bands radio
— Config for 5ghz only radio
— Config for 2.4ghz only radio
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Interffaces  Provisioning annels Datapaths Secunty Cfg. Access List Remote CAP Radio Registration Table

+/=|[al[7
' |Name : iSrle :Hrider SSID Load Bal... ECountry iChannél tFrequency ;Bénd
CAPs Corrﬁgurafion <2 4ghz Config>
Wireless m Datapath  Secunty | Wireless atapath Securty | Wireless m Datapath  Securty
Channel: Channel: | Channel: |
Frequency: Frequency: Frequency:
Width: [20 Width: |20 Width: |
Band: |5ghz-a/n Band: |5ghz-a/n Band: |2ghz-b/g/n
Extension Channel: | | BEdension Channel: | Extension Channel: |
Tx. Power: Tx. Power: Tx. Power:

e Create 3 Provisioning rules

— For A/N,G/N hardware use Both Bands config
— For A/N hardware use 5ghz config

— For G/N hardware use 2.4ghz config
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Access List Remote CAP Radio Registration Table

Interfaces onfigurations  Channels  Datapaths = Securty Cfg.
#|=| [2]=]T=] (¥
| # | |Radio MAC Action | Master Configurati...| Slave Configuration |
Radio MAC: |00:00:00:00:00:00 | Radio MAC: |00:00:00:00:00:00 Radio MAC: |00:00:00:00:00:00 |
Hw. Supported Modes: |an 11! ¥ | & | Hw. Supported Modes: [_an !E & | Hw. Supported Modes: ign W{! —
{gn }{i = Action: |create dynamic enabled Hi Action: |create dynamic enabled [E
Action: |create dynamic enabled II 3] Master Configuration: |5ghz Config }@ Master Configuration: |2.4ghz Corfig Ii—:
Master Configuration: |Both Band £2
aser e == L] Slave Configuration: | ' Slave Configuration: l |¢
Slave Configuration: | ‘ — ;
Name Prefix: | v Name Prefix: | v
Name Prefix: | v
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Interfaces ‘Provisioning Configurations Channels

Datapaths Securty Cfg. Access List Remote CAP Radio Registr

General Wireless ‘Channel Datapath  Security

o (w222 | | Y | Manager AAA
|Name < | Type MTU  [L2MTU [T |Rx |7
DMB 4Pcap9 Interfaces 1500 1600 Obps 0 bps

Interface <cap10>
General Wireless | Channel Datapath Securty Status Traffic

Configuration: |2.4ghz Config

Configuration: |5ghz Corfig

Mode: |

Mode: ‘

SSID: ’2.4ghz band

SSID: |L59hz band

Hide SSID: |

Hide SSID: |

Wireless Tables

WeffaceSINsttemeDual Access List Registration Connect List Security Profiles Channels

(=] [«2]]| 82 ‘E] v CAP

Scanner | Freq. Usage || Alignment | Wireless Sniffer

Name / | Type

L2MTU [Tx Rx Tx

— managed by CAPsMAN

X Gpwlani

— managed by CAPsMAN

— channel: 5220/20-Ce/an{17dBm), SSID: 5ghz band, CAPsMAN forwarding

Wireless (Atheros ARS... 1600 0 bps

0 bps 0 bps

— channel: 2427/20-Ce/gn(30dBm), SSID: 2.4ghz band, CAPsMAN forwarding

600 0 bps 0 bps

\J AN -~ " A et
X Grwian2 Wireless (Atheros ARS... 1600
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CAPsMAN Configuration

OverrideConfiguration

overrides Channel setting

o Interface overrides
Channel and Configuration

setting

New CAPs Channel

Name: m
Frequency: {2412 MHz a

Width: | v | ooy

New CAPs Configuration

Wireless Channel | Datapath  Security

Channel: |ERTT= 1 NN | + | &

Frequency: 2437; MHz a

Width: |

New Interfface
General Wirsless Channel | Datapath | Securty Status  Traffic

Channel: |channel1 ¥ A
Frequency: 12462 MHz &

Width: |

General Wireless Channel Datapath Securty Status | Traffic
Current State: |running-ap
Curent Channel: |2462/20-eC/an(30dBm)
Curent Rate Set: |CCK:1-11 OFDM:6-54 BW:Tx-2x HT:0-7
Cunent Basic Rate Set: |OFDM:6 BW:1x HT:0-7



